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• UNITED STATES GOVERNMENT 


to i Aoting Executive DATE: 30 June 1950 

from : Management Officer / 1 

SUBJECT: Security Regulations 


1. Attached hereto is the revised draft of the proposed CIA 
Security Regulations. It is marked ,( seoond draft” - actually I 
think it is about the fourth or fifth. 

2. It is our belief that with a few very minor ohanges, I&SS 
has done an excellent job of rewriting, and you will recognize that 

it has been considerably reduced in volume (this amounting to 16 pages, 
both sides of the page)* Please keep in mind that these regulations 
are written so that all echelons may read and understand the content. 
Therefore, while it appears verbose in some places, it is felt it is 
necessary to use clear and simple text with sufficient detail to in- 
sure olarity. 

3. This has been coordinated by I&SS with 0CD, OPC, 0S0 and 0SI 
on items concerning their offices. 

25X1A 5. These regulations when approved will become a section of 

Regulations I I but will be bound separately for wider distribution 
within the Agency. 

6. The tabulation sheet was prepared by I&SS at our request to 
assist you in your review. 


j 

i 

} 




zi 


RESTRICTED 


25X1 A 






-RDP81 -00728R0001 001 30005-5 



25X1A 



ibttVvWuiL a!\ ShlsJiufr* • v#*»*-»-l 




Approved For Release 2002/05/01 r CIArRDP&1-00728R0001 001 30005-5 


TO t Management Staff 9 May 1?£0 

Attention i Mr# I” 1 


SUBJECT? Draft of Revised CIA Security Regulations# 


1. Submitted hererdth is a draft of the Revised CIA Security 
Regulations for the consideration of the Management Staff and other 
appropriate authorities of CIA. 

2# It might be mentioned that this draft has the concurrence 
of I & SS. 


Chief, Physical Security Branch 
Attachment: Copy Revised CIA Sec. Regs. - Draft. 
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CENTRAL INTELLIGENCE AGENCY REGULATION 


17. CONTACTS WITH PRIVATE VENDORS 

A. This Regulation establishes the policy and procedures to be followed 
for contacting private vendors of supplies, equipment and services. 

B. All contacts with private vendors will be made by the Procurement 
Office. 

C. Office heads desiring to inquire about, examine or obtain any 
supplies, equipment or services supplied by private vendors shall 
notify the Procurement Office, and the latter will: 

(1) Determine whether the desired items of supplies or equipment 
are already available in stock, or whether a contract is 
already in effect for the desired services. 

(2) Arrange for any meetings or displays desired. 

(3) Obtain security guidance from the Inspection and Security 
Office when security problems arise. 

(4) Coordinate with the Advisor for Management when appropriate. 

(5) Maintain a register of all vendors who enter various CIA* 
buildings and activities, including the Procurement Office. 

D. No Office head shall permit any private vendor or his agents to 
visit any portion of his Office without prior approval of the 
Procurement Office. The display room maintained by the Procurement 
Office for interviewing private vendors is available to all Offices. 

E. Nothing in this Regulation will be construed as disturbing the 

procedures for contacts with non-governmental individuals within the 
United States as established by CIA 

F. The provisions of this Regulation apply only to the Washington area. 
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Office Memorandum • 


UNITED STATES GOVERNMENT 


TO : Advisor for Management DATE: AUE 17 1951 

from : Assistant Director for Scientific Intelligence 

sudjecT: Proposed CIA Re relation Number 

REFERENCE: (a) Advisor for Management memo on subject dtd 9 August 1951 
(b) AD/CD memo dtd IJ 4 August 1951 


l 
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1. Reference (a) accompanied a draft of subject regulation 
and asked for concurrence. Reference (b) indicates non-concurrence 
of AD/CD and cites the reasons therefore. 

2. While 1 do not feel that OSI operations will be as seriously 
affected as AD/CD indicates his will by this regulation, I can fore- 
see the possibility of difficulties arising because of the broad 
scope of the regulation as drafted. 

3. I suggest, therefore, that if the regulation is to be 
adopted the changes indicated below be incorporated as means of 
reducing the possibility of conflict in the responsibilities of 
the various components of the agency concerned with the matter. 

a. Revise paragraphs A through D to read: 

A. This regulation establishes the policy and procedures to 
bo followed for contacting private vendors for the purpose 
of purchasing supplies, equipment and services* 

B* All such contacts with private vendors will be made by the 
Procurement Office. 


C. Office heads desiring to obtain any supplies, equipment or 
services supplied by private vendors shall notify, etc • 

(a j in original draft). 

D. Office heads shall comply strictly with the provisions of 

CIA I in contacting business concerns 


and where these contacts may develop into eventual procure- 
ment of supplies, equipment and services; the Procurement 
Office shall be kept advised in the matter. The display room 

lESIlPIEB ::C,S 5 i 
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maintained by the Procurement Office for interviewing 
private vendors is available to all offices# 
b. Delete paragraph E. 

It* It is believed that these changes will insure accomplishment 
of the purpose of the regulation, and at the same time, they, will 
permit Assistant Directors to deal with business concerns, as neces- 
sary and subject to appropriate security regulations. 

25X1 A 

Wi ; MARSHALL CHA15WELL 
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T0 ; Advisor for Management date: AUG 1951 

from j Assistant Director, Research and Reports 
SUBJECT: Proposed CIA Regulation Number 


!• Th * 3 Office concurs in the recommendation of the AD/CD that 
the proposed regulation not be issued. 

2. We share the opinion that observance of existing regulations 
should obviate the need for an additional regulation on the same 
subject. 


Assistant Director 
Research and Reports 

ORR: D/C 

V ia 

Distributions 

Addressee - Grig. & 1 

AD/PC - 1; AD/CD - 1; AD/CI - 1 

AD/NK - 1} AD/SI - lj AD/IC - 1 

Asst. Dep., Security - 1 

Gen. Counsel - 1 

Chief, Med. Staff - 1 

Chief, Admin. Services - 1 

Chief of Procurement - 1 

AD/RR - 2 

D/C - 1 
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9 August 1951 


MEMORANDUM FOR: Assistant Director far Policy Coordination 

Assistant Director for Collection and Dissemination 
Assistant Director for Current Intelligence 
Assistant Director for Research and Reports 
Assistant Director for Rational Estimates 
Assistant Director for Scientific Intelligence 
Assistant Director for Intelligence Coordination 
General Counsel 
Chief, Medical Staff 


SUBJECT: Proposed CIA ^ 


25X1A 


1. Attached is a draft of a proposed CIA Regulation, Number | \ 

I L which has been written as a result of pre- 

liminary discussions with the Chief of Prscuremsnt, Chief, Administrative 
Services and a representative from the Office of the Assistant Deputy 
(Inspection and Security), 


25X1A 


2. The purpose of this proposed Regulation la to establish a procedure 
which will preclude representatives from private industry, particularly vendors 
of office supplies and equipment, from obtaining revealing information regarding 
CIA. The practice of permitting vendors to visit various parts of the Agency to 
discuss the feasibility of using their produet provides an opportunity for the 
vendor to pick up bits of Information hers and there which might lead to a 
breach of security. It is not intended that this proposed Regulation will dis- 
turb any authorised operation, it is intended for security protection only. 


3. It is requested that your cements and suggestions be returned to 
this Office by 14 August 1951- 


| | 25X1 A 

Advisor for Management 


Attch. 
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28 May 1951 


MEMORANDUM TO: Chief of Procurement 

Assistant Deputy (inspection and Security) 
Chief, Administrative Services 


FROM 

SUBJECT 


Advisor for Management 


Proposed CIA R 
Vendors . 


Contacts With Private 
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25X1A 

1. Attached is a draft of a proposed CIA 

Contacts With Private Vendors. 

2. The purpose of this proposed Regulation is to establish a procedure 
which will preclude representatives from private industry, particularly vendors 
of office supplies and equipment, from obtaining revealing information regarding 
CIA. The practice of permitting vendors to visit various parts of the Agency to 
discuss the feasibility of using their product provides an opportunity for the 
vendor to pick up bits of information here and there which might lead to a 
breach of security. It is not intended that this proposed Regulation will dis- 
turb any authorized operation, it is intended for security protection only. 

3 . Upon receipt of comments and suggestions from your respective Offices, 
this Office will perform necessary coordination with other components of the 
Agency. 

k. It is requested that your comments and suggestions be returned to 
this Office by 6 June 1951* 
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Office '5/0-1 : 


TO j Advisor for Management 

FROM » Deputy Security Officer, CIA 
SUBJECT: Proposed CIA Regulation No.l 


DATE: 7 June 1951 


Contacts with Private Vendors 


REFER: Memorandum Dated 28 May 1951 to Chief of Procurement, Assistant 
Deputy (inspection and Security) and Chief, Administrative Services 
from Advi sor for Manage ment, with Attached Draft of Proposed CIA 


25X1 A 


Regulatioif 


1. This office has reviewed the draft of the proposed CIA Regulation 
No. 10-17, "Contacts with Private Vendors," and recommends that such a regu- 
lation be issued, but with the following changes: 


Procurement, 
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a. The regulation be issued in the| 

inasmuch as it appears to concern the operational procedures of 
procurement primarily and the security of such operations 
secondarily. It is to be noted that present regulations contain 
procedures to maintain security of persons entering CIA buildings, 
and it is incumbent upon all employees, by regulation, to reveal 
no classified information to unauthorized persons. 



M' 

a# 


b. Paragraph B(3) to read as follows: 

Obtain security guidance from the Inspection and Security 
Office when security problems arise. 

c. Add Paragraph B(5) as follows: 

Maintain a register of all vendors who enter various CIA 
buildings including the Procurement Office. 

d. Eliminate Paragraph D. 
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Office Memorandum • united states government 


TO : 
FROM : 
SUBJECT: 

mmmcEt 


Management Offioer 

Chief, Inspection and Seourlty Staff 
CIA Regulation 


dated 1 November 1950 


Memorandum from Management Officer to Chief, 
I&SS, datod 8 August 1950, subject as above# 


DATE: 18 August 1950 


25X1A 


1# In aooordanoe with the request of the Reference, the subject 
Regulation has been reviewed and comments are offered be lows 


25X1 A Section Is A proposed revision of Administrative Instruction 

| [ has' "reoently been circulated by your office, iding a para- 

25X1A 


Sections II, III, IV, V, VI, VII and VIII t No oomnents. 

Seotion IX t Bag© 17, Paragraph D. 2, Line 1 -■ Omit the word “a’ 1 # 
v Sections X, XX, XII, XIII, XI7 and XV s No oommonts# 


r. 



t' 

5" 


Section XVI: 

(a) Page 31 - Replace this entire page with the typewritten ^ 

page attaohed. j ' 

(b) Page 32 - Replace this entire page with the typewritten ^ 
page attached. 

Seotion XVIIi 

^ (a) Pages 34 and 35 - Replaoe these pages with the typewritten 

pages attached*, 

V/ , (b) Page 50, Paragraph M. 2, Line 8 ~ Omit "of* after the word 

v "means* and replace with the word w or" 0 

* ■ (c) Page 60 - Insert if 

in blank space (See attachment ) # 

. Seotion XVIIIt 

^ (a) Page 65 - The word "REGULATION* at top of page is misspelled* 
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2o It Is noted that the sections of this proposed regulation 
have not retained the seourity olossif ioation of the Administrative 
Instructions from whioh they were taken. It is recommended that the 
original class if ioations be roimposed as follwif- 


-"Soot ion I to CONFIDENT IAj 
S eotion IV to SECRET (AI< 
^ Seotion V to C0NFIDENTIA: 
‘^'Section X to CONFIDENT IAJ 
- Seotion XII to CONFIDENT! 




Lb mm rds 

Colonel, GSC 
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Ujpce memorandum • united states government 


T0 ! DD/A date: rjni\i 2 1052 

Thru: Advisor for Management 
FROM : s ecur ity Officer, CIA 


SUBJECT: p r0 p 0 sed Changes in CIA Manual 
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1* Executive Order No. 10290 requires certain changes to be made 
in our security regulations# 

2. CIA Notices I 1 were issued to put into effect 

changes to meet the effective date of the Executive Order* 

3* The attached draft incorporates some of the changes which should 
be placed in the CIA Manual as a result of the E* 0. and at the same 
time redefines the meanings of the security classifications to conform 
more closely to those given in the E* 0* 



IELD EDWARDS 
Lionel, GSC 
Security Officer, CIA 
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21 December 1951 


Use of an Espionage Notation or Stamp on Classified Documents 


1. On Sh September 1951, Executive Order 10290 prescribing 
regulations establishing minimum standards for the classification, 
transmission, and handling, by Deportments and Agencies of the 
Executive Branch, of Official Information which requires safe- 
guarding in the interest of the security of the United States was 
signed by the President, This Order provides for the first time, 
uniform standards for classifying and protecting security informa- 
tion throughout the Executive Branch of the Government, 

2. Use of the espionage notation or stamp is prescribed in 
tho Order as follows: 

"Part VI. Rules Governing Handling of Classified 
Security Information 

Section 32. Marking 

c. Additional Marking, 


(!) Material Furnished Persons not in the Executive Branch 
of the Go vernment , When classified security information affecting 
the national defenee < is furnished authorized persons, in or out of 
the Federal service, other than those in the Executive Branch, the 
following notation, in addition to the assigned classification marking, 
shall whenever practicable be placed on the material, on its container, 
or on the written notification of its assigned classification: 

'This material contains information affecting 

is prohibited by law'. 

Use of alternative marking concerning 'Restricted Data' as defined 
by the Atomic Energy Act is authorized when appropriate". 

3. Inasmuch as the Order only sets up minimum security standards, 
any agency may set up stricter or higher standards if it so desires. 
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MOLD FOR RELEASE HOLD F0K KELKASE HOLD FOR RELEASE 


CONFIDENTIAL: Thu following Statement by the President, and the accom- 
panying Executive Order and memorandum relating to minimum standards for 
classifying and handling security information in the Executive Branch of 
the Government, is for automatic release at 7:00 p.m., KDT, Tuesday, 
September 25, 1951. No portion, synopsis, or intimation may be published 
or broadcast before that time. 

PLEASE GUARD AGAINST PREMATURE PUBLICATION 0 ft ANN OUN CEiVIEN T . 


JOSEPH SHORT 

Secretary to the President 


STATEMENT BY THE PRESIDENT 


I have today signed an Executive Order to strengthen our 
safeguards against divulging to potential enemies information harmful 
to the security of the United States. 

This Order ^provides, for the first time, uniform standards 
for classifying- and protecting security information throughout the 
Executive Branch of the Government. At the same time, >the order pro- 
hibits the classification of any information by any agency unless it 
can show affirmatively that disclosure of the information would harm 
the national security.! Therefore some agencies will never have occasion 
to institute classification and many of the others will have only in- 
frequent need to do so. 

The necessity for this Order arises from the fact that security 
information occasionally involves, and must be handled by, agencies which 
normally do not handle security matters. The Order requires them to pro- 
tect security matters in the same manner as they would be protected in 
one of the key defense agencies which have traditional classification 
systems. On the other hand, the Order prohibits any agency from classi-^ 
fying non-security matters. J 

The American people have a fundamental right to information 
about their government, and there is no element of censorship, either 
direct or implied, in this Order. The Order applies only to officials 
and employees of the Executive Branch of the Government. The public is 
requested to cooperate, but is under no compulsion or threat of penalty 
to do so as a result of this Order. Furthermore, I have directed every 
agency to keep constant watch over its classification activities for the 
purpose of reducing or eliminating classifications wherever and whenever 
conditions permit. I expect each Department head or his designated 
subordinate to investigate promptly and carefully any alleged instance 
of unjustified use of security classifications. As the result of these 
policies, and as the result of the clear segregation of security from 
non-security information, I hope that the American people will receive 
more, rather than less, information about their government as a result 
of this Executive Order. 

Under the Order, any agency which originates an item of 
security information is directed to mark it with the v/ords "security 
information" plus one of the four following classifications: "top 
secret," "secret," "confidential," or "restricted." The Order specifies 
the precautions then to be taken in accordance with these classifica- 
tions, ranging from the most stringent precautions for "top secret" to 
the minimum precautions for "restricted." The four classifications are 
the standard marking used by the Departments of Defense and State and 
no new security classifications are authorized. 

To assure that this Order is carried out in the spirit in 
which it was issued I have also directed the National Security Council, 
through its . Interdepartmental Committee on Internal Security, to main- 
tain a continuing review of classification activities in all agencies 
with a view to achieving uniform compliance vdth this order, both as to 
safeguarding security information and to jj. re vent the classification pro- 
cedure irom being used to withhold information which can be divulged 
without to e ^e r i^g^^ ( ^gjj^ty c|A _ RDp81 _ 0 q 728R0001 0 oi 30005-5 
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The President has today sent the .following letter to the [leads 
of Executive Departments and Agencies: 


"TO HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES: 


I have today signed an Executive Order prescribing minimum 
standards for the classification, transmission and, handling of 
official information relating to the security of the Nation, 

This order will apply to all Departments and agencies in 
the Executive Branch of the Government and, therefore, it is 
of the highest importance that the responsible officials of all 
agencies familiarize themselves with its requirements and under- 
stand its purposes. In this connection I want to emphasize 
particularly several aspects of this Executive Order, 

In the past relatively few agencies, such as the Departments 
of State and Defense, have had a need to classify information for 
security purposes. Now, however, with the broad ramifications of 
our national security effort, many additional agencies are required 
to handle classified security information. This, in turn, has 
made it necessary to prescribe these minimum standards for 
application throughout the Executive Branch of the Government. 

However, I want it clearly understood in all agencies, 
defense and non-defense, that these regulations are to be used 
exclusively to safeguard the security of the Nation and are not 
to be used, under any circumstances, for any other purpose. It 
is my hope that the practical effect of these regulations will be 
to make more, rather than less, information about the Government 
available to the people. This should result from the segregation 
of security information from non-security information. To put the 
matter bluntly, these regulations are designed to keep security 
information away from potential enemies and must not be used to 
withhold non-security information or to cover up mistakes made by 

any official or employee; of the Government. In order to prevent 

any misunderstanding about this, these regulations prohibit the 
use of security classifications on non-security information even 
when the disclosure of such non-security information is forbidden 
by law (as in the case of census and income tax inf oimation) , 

This policy is spelled out in paragraph 3 of Part I of the Regulation 

Your attention is directed specifically to the fact that para- 
graph 25 (b) of Part IV requires that security information ’shall 
be assigned the lowest security classification consistent with its 
proper protection’ and that paragraph 28 (c) of Part IV directs 
that ’It shall be the responsibility and obligation of every 
Government official to keep classified security information in 
his custody constantly under review, and to initiate action 
toward downgrading or declassification as soon as conditions 
warrant. ’ Strict adherence to these provisions is absolutely 
essential for, otherwise, overclassdfi cation or failure to down- 
grade or declassify in timely fashion will defeat the very purpose 
of these regulations. 

In order to further the above objectives of protecting that 
information upon which the security of the Nation depends, of 
limiting classification to purely security matters, of using the 
lowest appropriate classification, and of downgrading or declassi- 
fying information as rapidly as conditions permit, I have directed 
the National Security Council through its Interdepartmental Committee 
on Internal Security to furnish advice and assistance to the Depart- 
ments and agencies in connection with these regulations and to 
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maintain a continuing review of the classification activities in 
every department or agency to insure uniform and proper application 
of these regulations, including declassification whenever possible. 

I wish to urge upon every Department and agency head consci- 
entious adherence to the spirit and letter of these regulations in 
the interest of safeguarding the national security on the one hand, 
and the protection of the public's right to information on the other 
hand. In the latter connection, 1 expect each Department head or 
his designated subordinate to investigate promptly and carefully 
any alleged instance of unjustified use of security classifications. 
In considering such instances and indeed in original determinations 
on classification, it should be borne in mind that improper appli- 
cation of the classification powers is repulsive to our democratic 
form of Government and burdens Government procedures with unnecessary 
and expensive restrictions. 


HARRY S. TR(JlvM ,f 
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EXECUTIVE ORDER 


10290 


PRESCRIBING REGULATIONS ESTABLISHING MINIMUM STANDARDS 
FOR THE CLASSIFICATION, TRANSMISSION, AND HANDLING, BY 
DEPARTMENTS AND AGENCIES OF THE EXECUTIVE BRANCH, OF 
OFFICIAL INFORMATION WHICH REQUIRES SAFEGUARDING IN THE 
INTEREST OF THE SECURITY OF THE UNITED STATES, 


WHEREAS it is necessary, in order to protect the national 
security of the United States, to establish a system for the safe- 
guarding of official information the unauthorized disclosure of 
which would or could harm, tend to impair, or otherwise threaten 
the security of the nation; and 

WHEREAS it is desirable and proper that ainimum standards 
for procedures designed to protect the national security against 
such unauthorized disclosure be uniformly applicable to all depart- 
ments and agencies of the Executive Branch of the Government and 
be known to and understood by those who deal with the Federal 
Government; and 

WHEREAS the furnishing of information to the public about 
government activities will be facilitated by clear identification 
and marking of those matters the safeguarding of which is required 
in the interest of national security ; 

NOW, THEREFORE, by virtue of the authority vested in me by 
the Constitution and statutes, and as President of the United 
States, the regulations attached hereto, entitled M R emulations 
Establishing Minimum Standards for the Classification, Transmission, 
and Handling, by Departments and Agencies of the Executive Branch, 
of Official Information Which Requires Safeguarding in the Interest 
of the Security of the United States, w are hereby prescribed for 
application throughout the Executive Branch of the Government to 
the extent not inconsistent with law. 

Such regulations shall take effect thirty days after their 
publication in the Federal Register. 

All citizens of the United States who may have knowledge of 
or access to classified security information are requested to 
observe the standards established in such regulations with respect 
to such information and to join with the Federal Government in a 
concerted and continuing effort to prevent disclosure of such 
information to persons who are inimical to the interests of the 
United States. 


HARRY S. TRUMAN 


THE WHITE HOUSE, 

S&ptenher 21j, 1951. 
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REGULATIONS ESTABLISHING MINIMUM STANDARDS FOR THE 
CLASSIFICATION, TRANSMISSION, AND HANDLING , BY DEPART- 
MENTS AND AGENCIES OF THE EXECUTIVE BRANCH, OF OFFICIAL 
INFORMATION WHICH REQUIRES SAFEGUARDING IN "THE INTEREST 
OF THE SECURITY OF THE UNITED ‘STATES . 


PART I — GENERAL 


1. PURPOSE AND SCOPE 

a. The sole ourpose of these regulations is to establish 
minimum standards, which are to be maintained in all 'cases where • 
higher standards are not established by appropriate authority, for 
identifying and protecting information the safeguarding of which is 
necessary in order to protect the security of the United State?; 
and the minimum standards established by these regulations shall not' 
supersede any higher standards established by appropriate authority, 

b. Nothing in these regulations shall be construed to 
replace, change, or otherwise be applicable with respect to any 
material or information protected against disclosure by any statute. 

c. Nothing in these regulations shall be construed to 
authorize the dissemination, release, handling or transmission of 
classified information contrary to the provisions of any law, 

Executive order, or Presidential di rective which restricts the 
dissemination, release, handling, or transmission of such information. 

t d. These regulations shall apply only to classified 
security information as defined in paragraph 1* of Part II hereof, 
and the terms "classified security information," "security classifi- 
cation," "classify, " "declassify," "downgrade," "upgrade," "appropriate 
classifying authority" and "marking," as used in these regulations, 
apply or relate onlyrio official information of the United States 
Government which requires safeguarding in order to protect the 
national security. 

2. CATEGORIES OF CLASSIFIE D S ECURITY INFORMATION - There' shall 
be four categories of classified security information which, in 
descending order of importance to national securi ty, shall carry 
one of the folioring designations: "Top Secret"; "Secret"; "Confi- 
dential^; and "Restricted"; in addition to being specifically 
identified as "Security Information." No other classification or 
classifications shall be used to designate classified security 
information. 

■ f Y i- N.E 1 QRMATI ON ~ I nf or ma ti on . official or otherwise 

shall riot be cl^^if i^ed^ unde r these regula^tfon^l unless it requires 
protective safeguarding m fRe‘‘1nT^ of the , 

United States. The use of any one of the four security classifications / // ■- 
herein prescribed, c o m bi ned with the identification "Security ' / 

.information," shall be strictly limited to classified security 
information. 


PART II — DEFINITIONS 

ll. CLASSIFIED SECURITY INFORMATION - The term "classified 
security information" as used herein means official information 
the safeguarding of which is necessary in the interest of national 
security, and which is classified for such purpose by appropriate 
classifying authority. 

5*. INFORMATION - The term "information" as used herein means 
knowledge which can be communicated, either orally or by means of 
material. 

6. MATERIAL - The term "material" as used herein means any 
document, product, or substance on or in which information may be 
recorded or embodied. ‘ 
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7. DOCUMENT - The term "document" as used herein nisp-Hs any 
recorded information regardless of its physical form or characteristics , 
and includes, but is not limited to ,■ the following: (l) n. 11 written 
material, whether handwritten, printed, or typed; ( 2 ) all . painted, 
drawn or engraved material; ( 3 ) all sound or voice recordings) 

(h) all printed photographs and exposed or printed film, still or 
motion picture 5 and ( 5 ) all reproductions of the foregoing by 
whatever process reproduced. 

8 . PRODUCT AND SUBST ANCE - The terms "product" and "substance” 
ns used herein mean any item of material (other than a document) 
from which information may be obtained) apply to items in all stages 
of development, processing, or construction) and include elements, 
ingredients, components, accessories, fixtures, dies, models and 
mock-ups associated with such items. 

9 . AGENCY - The term "agency" as used herein means any 
department or establishment within the Executive Branch, Including 
any government corporation that is operated as an instrumentality 
of the Federal Government. 

. \ 

10. UNCLASSIFIED INFORMATION - The term "unclassified information" \ 

as used herein means information ‘determined by the appropriate s 

classifying authority not to require the procedural safeguards 

provided by these regulations and therefore not included In one of / 

the afore mentioncad security classifications, / 

11 . CRYPTOGRAPHIC SYSTEM > The term "cryptographic system" 
as used herein means any document, product, or method employed to 
change information from plain language form, into coded form, or 
to change information from coded form into plain language form. 

12. SERIAL MATTER - The term. "serial matter" as used herein 
means any material to which a serial number is assigned n n d which i s 
accounted for at prescribed intervals and upon specified occasions. 

13. TELEGRAM - The term "telegram" as used herein means any 
document recording information transmitted or for transmission by 
telegraph, telephone, cable, radio or other electrical meeuis of 
transmission. 

liw CLASSIFY - The term "classify" as used herein means to 
assign information to one of the four security classification 
categories after determination has been made that the information 
requires the security protection provided by these regulations. 

1 $. SECURITY CLASSIFICATION - The term "security classification" 
as used herein means the category into which information -falls 
after being classified as specified in paragraph 2 of part I hereof* 
Extreme care should be exercised to insure that; a particular security 
classification is assigned only to such information as requires the 
degree of protection made applicable by these regulations to that 
classification. 

16. DECLASSIFY - The term "declassify" as used herein means to 

remove the security classification. ~ 

17. DOWNGRADE - The term "downgrade" as used herein means to 
assign a lower security classification than that previously assigned- 

18. U PGRADE - The term "upgrade" as used herein means to 
assign a higher security classification than that previously assigned. 

19. APPROPRIATE CLASSIFYING AUTHORITY 


a. In General . The term "appropriate classifying authority" 
as used herein means the head of the originating agency. and those 
whom he has authorized to classify, declassify, upgrade downgrade 
information pursuant to these regulations. 


Approved For Release 2002/05/01 : CIA-RDP81-00728R0001 001 30005-5 



Approved For Release 2002/05/01 : CIA-RDP81-00728R0001 001 30005-5 


b. Material Officially Transferred from Originating 
Agency to Another Agency. In the case of information transferred 
by or pursuant to statute or Executive order from one agency to 
another for the .latter’s Use and as part of its official files, as 
distinguished from transfers merely for purposes of storage, the. 
receiving agency shall be deemed to be the ''appropriate classifying 
authority" for all purposes under these regulations . ' 

c. Material of Defunct Agency Not Officially Transferred 

to Another Agency . When any agency has in its possession, on. or after 
the effective date of these regulations, any classified security 
information which is then, or thereafter becomes, five years old and 
it appears (l) that such information originated in an agency which has 
since become defunct and whose records, files and other material have 
not been officially transferred to another agency within 'the meaning 
of subsection "b" above, or (2) that it is impossible* for the 
possessing agency to identify the originating agency, and (3) a 
review of the information indicates that it should be downgraded 
or declassified, the said possessing agency shal,l have power under 
these regulations to declassify or downgrade such information. If 
it appears probable that another agency may have a substantial 
interest in the question whether the* security classification of any 
particular information should be maintained, the possessing agency 
shall not exercise the power conferred upon it by this subsection 
until thirty days after the possessing agency has notified such, 
other agency of the nature of the information and of its intention 
to declassify or downgrade the same. During the thirty-day period 
the other agency may, if it so desires, express its objections 
to declassifying or downgrading the particular information, but. the 
power to make the ultimate decision shall reside in the possessing 
agency. 

20. MARKING - The term "marking" as used herein means the 
physical act' of indicating on- classified security information the 
assigned classification or change therein* • 

21. RECORD MATERIAL - The term "record material" as used 
herein means all books, papers, maps, photographs, or other. docu- 
mentary materials, regardless of physical form or characteristics, 
made or received by an agency of the United States Government in 
connection with the transaction of public business and preserved 
or appropriated for preservation by that agency or its legitimate 
successor as evidence of the organization, functions, policies, 
operations, decisions, procedures, or other activities of any 
agency of the Government, or because of the informational value 

of the data contained therein, 

22. NON-RECORD MATERIAL - The term "non- record material" as * 
used herein means extra copies and duplicates the use for which is 
essentially temporary, including shorthand notes, used carbon paper, 
preliminary drafts, and other material of similar nature. 

PART III — RESPONSIBILITIES 

23 . ALL PERSONNEL IN THE EXECUTIVE BRANCH 

a. The responsibility for the protection, pursuant to 
these regulations, of classified security information shall rest 
upon each individual in the Executive Branch of the Government 
having such information or knowledge thereof, no matter how that 
information or knowledge was obtained, 

b. Each individual in the Executive Branch shall be 
directly responsible for familiarizing himself with and adhering 
to all regulations applicable to him which are issued for the 
protection of classified security information. 

24,. AUTHORITY FOR HEADS OF AGENCIES TO DELEGATE - The ultimate 
responsibility for the safeguarding of classified security information 
within an agency shall remain with and rest, upon the head of the 
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agency, but the head of an agency .my. delegate the performance of 
any or all of the functions charged to him herein, including:' 

a. The issuance, of §uch additional instructions on the 
safeguarding of classified.. security; information as requirements of 
his agency may dictate ; 

b. Maintenance of the security of his agency's messenger- 
courier systems for transmission .of classified security information; 

c. Authorization of appropriate officials within his 
agency to assign information to the proper security classification 
under these regulations. Authorizations to classify security 
information. as ’’Top Secret* or "Secret” shall be held to the mini- 
mum necessary for the performance of required activities, and shall 
be maintained at a high level within the agency. The authorizations 
to classify security information as "Top Secret” shall be sub- 
stantially more limited in number than those for "Secret” and shall 
be restricted to those officials whose functional requirements are 
such that they must have that authority; 

d. Designation of those authorized to receive "Top Secret" 
security information; 

e. Designation of officials responsible for "Top Secret" 
security information control; 

f. Designation of individuals responsible for the 
security programs in the various organizational units of the agency; 

g. Appropriate investigation and clearance of personnel 
who are to have access to classified security information; • 

h. Maintenance within his agency of a continuing review 
of the use of security classifications to .insure uniform and proper 
application; 


it Establishment of procedures governing dissemination of 
classified security information outside his agency; 

j. 'Establishment of procedures governing changes in security 
classification and the destruction of classified security information; 

k. Thorough indoctrination of all individuals of his 
agency in security regulations and procedures; and 

It Issuance of additional instructions pertaining to 
communications security, serial matter. Restricted Data (as herein- 
after used), and other subjects requiring additional regulations. 


PART IV 

RULES GOVERNING SECURITY CLASSIFICATION, 

UPGRADING, DOWNGRADING, AND DECLASSIFICATION 

25. GENERAL GLASSIFICATION PRINCIPLES 

a » Uniformity of Application of Classification . Uniformity 
of application of classification shall be a requirement for the proper 
safeguarding of classified security information.. In accordance with 
paragraphs 2 and 3 of Part I hereof, and in order to preserve the 
integrity of the security classifications "Top Secret,” "Secret,” 
"Confidential,” and "Restricted,” when combined with' the identification 
"Security Information,” these classifications shall be used only for 
the purpose of identifying information which must be safeguarded to 
protect the national security. ■ 

b; Use of Lowest Consistent Classification . To avoid over- 
classil ication and depreciation of the importance of properly classified 
security information and to avoid unnecessary delay in the handling 
and transmission of documents and other material, security information 
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shall be assigned the lowest security cla ssifi cation ...consistent with i it s 
proper protection* Use of the classification "Top Secret" combined \ 

v/ith the identification "Security Infonnation, " shall be held at \ 

an absolute minimum. Suoh classification shall be given only to 
information which plainly requires the highest, degree of protection j 
in the interest of national security. The major oriterion for the ; 
assignment of this classification shall be recognition of the fact 
that unauthorized disclosure of information so classified would j 

or could cause exceptionally grave danger to the national security. ./ 
The classification "Secret" combined with the identification “'T'" ^ 
"Security Information" shall be given only to information which j c f 

requires -extraordinary protection- in -the interest of national / 

security. The classification "Confidential" combined with “the* f 
identification "Security Information" shall be given to such . - / 
information as requires careful protection in order to prevents A 
disclosures which might harm national security. The classification*'! 
"Restricted" combined with the identification "Security Information" ! ; ^ 

shall be applied to information having such bearing upon national * 1 

security as to require protection against unauthorized use or ■ j 

disclosure, particularly information which should be limited to I 

official use. 

c. Special Statutory Use of Term " Restricted Data ." 

The term "Restricted" a3 used herein shall not be confused with 
the term "Restricted Data," defined in the Atomic Energy Act of 
August 1, 1%6 (60 Stat. 766, c. 724, sec. 10(b)(1); 42*U.S.C. 
sec. 1810(b)(1)) as follows: 


"The terra ’Restricted Data’ as used in this section 
means all data concerning the manufacture or utiliza- 
tion of atomic weapons, the production of fissionable 
material, or the use of fissionable material in the 
production of power, but shall not include any data 
which the Commission from time to time determines may 
be published without adversely affecting the common 
defense and security." 

Nothing in these regulations shall be- construed to authorize the 
classification, downgrading or declassification of "Restricted 
Data," except by the Atomic Energy Commission in conformity with 
the provisions of the Atomic Energy Act. 


26, SPECIAL CLASSIFICATION R ULES 

a. Change in Classification of Information . No change 
shall be made in the assigned classification of security information 
without the consent of the appropriate classifying authority; 
extracts from or paraphrases of classified documents shall likewise 
be maintained in the assigned security classification unless the 
consent of the appropriate classifying authority to downgrade or- 
declassify such extract or paraphrase is secured, or unless the 
agency making such extracts knows positively that they bear -a 
security classification lower than that of the document from which 
extracted, or that they are not classified. 

b. Classified Telegrams shall not be referred to, ex- 
tracted from, paraphrased, downgraded, declassified, or disseminated 
except in accordance with special regulations issued by the head 

of the originating agency. 

Classified telegrams transmitted over cryptographic 
systems shall be handled in accordance with the regulations of the 
transmitting agency. 

c. Information Originated by a Foreign Government . 
Information of a classified nature originated by a foreign government 
and furnished to the United States by that government shall be 
assigned a security classification which will assure a degree of 
protection equivalent to or greater than that required by the • 
originating government. 
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d. Documents . n Ger. eral . Documents shall be classified 
according to their oim~t£xh»*flt -and not n©cesfl$rily according to 
their relationship to other, ^x-muents*. References to classified 
material which do not reveal cVssifiod security infomatiorv shall 
not be' classified, 

■t 

e. Physically Connecte d Documents . The claacdiicatiorL 
of a file or group of priys icallyrcorme cted docments shall be at 
least as high as that of the most highly classified document 
Documents separated from the file *r group shall be handled in 
accordance with their individual security classification. 

f. Multiple Classification . A document, product, or 

substance shall bear a classification at least as high as that of its 
highest classified components. The document, product, or substance 
shall bear only one over-all security classification, notwithstanding 
that pages, paragraphs, sections, or components may bear different 
classifications* , ’ ■ 

g* A Letter Transmitting Securit y Information shall be 
classified at least as high as its highest classified enclosure. 

2?. UPGRADING 

a. When information is upgraded, the appropriate 
classifying authority shall, so far as possible, notify all 
addressees to whom the information was originally transmitted. 

b. If the recipient of information believes that its 
assigned classification is not sufficiently protective, he shall 
safeguard it in accordance with the classification he deems 
appropriate and shall bring his reasons for such belief to the 
attention of the appropriate classifying authority with a request 
for upgrading. 

28. DOWNGRADING AND DECLASSIFICATION 

Automatic , wherever practicable, the classifying 
official shall place a notation on classified material, except 
telegrams, that after a specified event or date, or upon removal 
of classified enclosures, the material will be downgraded or de- 
classified. 

b* Non-automatic . The appropriate classifying authority 
may downgrade or declassify security information when circumstances 
no longer warrant its retention in its original classification. 

When such information is downgraded or declassified the custodian 
of the record material, in the case of a document, or the custodian 
of the products or substances shall be so informed; and, when 
practicable, the other recipients of the material shall be similarly 
advised. 

c ; He view of Assigned Classifications . It shall be the 
responsibility and obligation of every government official to keep 
classified security information in his custody constantly under 
review, and to initiate action toward downgrading tor declassification 
as soon as conditions warrant. 


PART V 

DISSEMINATION OF CLASSIFIED SECURITY INFORMATION 
29. GENERAL 

a. No person shall be entitled to knowledge or possessions 
°i\? r a °° ess to > classified security information solely by virt u e 
at his -office or position. 

b * Classified securit:/- information shall not be discusse 
. t or in the presence of unauthorized persons, and the latter shs 
be Permitted to inspect, jor have access jto-suah. jlnf ormation. 


‘^jaiSsiVa 
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c. The head of each agency shall establish a system for 
controlling the dissemination of classified security information 
adequate to the needs of his agency., 

30. LIMITATIONS ON DISSEMINATION 

a. Within the Executive Branch . The dissemination of 
classified security information shall be limited to persons whose 
official duties require knowledge of such information. Special 
measures shall be employed to limit the dissemination of ’’Top 
Secret” security information to the absolute minimum. Only that 
portion of ’’Top Secret” security information necessary to the 
proper planning and appropriate action of any organizational unit 
or individual shall be released to such unit or individual. 

b. Outside the Executive Branch . Classified security 
information shall not "be disseminated outside the Executive -Branch 
by any person or agency having access thereto or knowledge thereof 
except under conditions and through channels authorized by the 
head of the disseminating agency, even though such person or agency 
may have been solely or partly responsible for its production, 

c. Information Originating in Anothe r Agency . Except 
as otherwise provided by section 102 of the National Security Act 
of July 26, 1947, c.343, 61 Stat. 49# , as amended, 50 U.S.C. 
sec. 403, classified security information originating in another 
agency shall not be disseminated outside the receiving agency 
without the consent of the originating agency. Documents and 
material containing security information which are classified 
’’Top Secret” .and ’’Secret” shall not be reproduced without the 
consent of the originating agency. " 

d. Telephone Conversations . Classified security 
information shall nab be revealed over the telephone, except 

that the head of an agency may permit the practice of so discussing 
security information classified as "Restricted” which originated 
within his own agency. 

31. LOSS OR SUBJECTION TO COMPROMISE - Any person in the 
Executive Branch who has knowledge of the loss or possible subjection 
to compromise of classified security information shall promptly 
report the circumstances to a designated official of his agency, 
and the latter shall take appropriate action forthwith, including 
advice to the originating office or agency. 


PART VI 

RULES GOVERNING HANDLING OF CLASSIFIED SECURITY INFORMATION 
(including Marking, Transmission, Storage, and Destruction) 

32. MARKING - After determination of the classification to 
be assigned thereto, classified security information shall be ‘ " i 
marked in accordance with the ■ pro ce dure s herein set forth. “In 
order to identify classified security information and to distinguish 
it from non-security information, classified security material 
must always be clearly identified with the words "Security Information 

a. Documents 

(1) Bound Documents . The assigned security classi- 
fication on bound documents, such as books or pamphlets, the pages 
of which . are permanently and securely fastened together, shall 

be conspicuously marked or stamped on the outside of the front 
cover, on the title page, on the first page, on the back page and 
on the outside of the back cover. In each case the markings shall 
be applied to the top and bottom of the page or cover. 

(2) Unbound Documents . The assigned security 
classification on unbound documents, such as letters, memoranda, 
reports, telegrams, and other similar documents, the pages of 
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which arv not permanently and securely fastened together, shall 
be conspicuously narked or stamped at tho top and bottom of each 
page, in such manner that tho narking will be clearly visible when 
the pa 70 s arc clipped or stapled together* 

(3) Chart s, Maps, and 3 Sr arci ngs * Classified charts, 
maps, and drawings shall c r.rr (/ the by classification marking 

under the legend, title block., or scale in such manner tliat it will 
bo reproduced on dll copies mac.!- therefrom* Such classification shall 
also be marked at the top and bottom in each instance* 

(It.) Photo graphs, Films and Recordings * Classified 
photographs, films, and recordings, ..rad their containers, shell 
bo conspicuously and appropriately marked with the assigned security 
classification. 

b. Products or Sub stances* The assigned security 
classification shall be conspicuously marked on classified products 
or substances, if possible; on their containers, if possible; or, 
if the article or container cannot be marked, written notification 
of such clusslficationnshall be -furnished to recipients thereof. 

c ♦ ‘ ' Additional Markings * 

■ (l) Material Furnished Fersons not in the Executive 
Branch of the. Government* When classified security information' 
OTIOTfcffig’TOT TTototT nsXTTcf onset is furnished authorized persons, 
in or out of Federal service, other than those in the Executive 
Branch, the following notation, in addition to tho assigned classifi- 
cation m: i’ Icing , shall whenever practicable be placed on the material, 
on its container, or on the written notification of. ..its assigned 
classification: ; 

"This material contains information affecting 
the national defense of the United States within 
tho meaning of the espionage laws, Title ,18* U.S.C., 
.Secs. 793 arid 79U, .the. transmission or revelation 
of which in any manner to an unauthorized person 
is .'prohibited by law* 11 

Use of alternative marking concerning "Restricted Data’* as 'defined 
by the Atomic Energy Act is authorized when appropriate. 

33. TRANSMISSION 


,a. Preparation of Classified Security Information for 
T ransmission * 

(l) Outsi de an Agency . 

(a) " Top Secret " go cur it y Inf orma tt on and 
" Secret " Security Information * 

1. "Top Secret" security information and 
"Sdcrct" security information shall be enclosed In Opaque inner 
and outer covers. 

2, The inner cover shall be a sealed 

wrapper or envelope plainly marked with the. assigned security 
classification and address* ' ' ’ 

3* The outer cover shall be sealed and 
addressed with no indication of the security classification* ‘ 

’ ' lx. There shall ‘be attached to or enclosed 

in the inner cover a receipt form containing no classified security 
information 1 but 'identifying the addresser, addressee and the . docu- 
ment; such receipt will be signed by the proper recipient and returned 
to the sender. 
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5. Written ‘material shall bu protected from 
direct contact with the inner cover by a cover sheet or by folding inward, 

(b) ’'Confidential" Security Information , 

1. "Confidential 11 security information shall be 
prepared for transmission in the same manner as that indicated for "Top 
Secret" security information and "Secret" security information, except 
that it shall be covered by a receipt only when the sender doems it 
necessary. 

(c) "Restricted" Security Information . 

1* "Restricted" security information shall 
be transmitted in a sealed wrapper or envelope without any indication 
of the security classification of the contents shown thereon. 

2. No receipt shall be required for 
"Restricted" security information, . 

(2) Within an Agency . Preparation of classified 
security information for transmission within an agency shall be 
governed by regulations, issued by the head of the agency, insuring 
a degree of security equivalent to that outlined above for trans- 
mission outside an agency, 

b.. Transmission of Classified Security Information . 

(1) n Top Secret" Security Information . 

(a) The head of each agency shall, designate 
Top Secret Control Officers to receive, maintain registers of, and 
dispatch all "Top Secret" . security information. 

(b) .The transmission of "Top Secret" security 
information shall be effected (l) preferably by direct contact of 
officials concerned, or alternatively by specifically designated 
personnel, by State Department diplomatic pouch, by a messenger- 
courier system especially created for that purpose, or by electric 
means in encrypted form,- or (2) .in the case of information transmitted 
by tne Federal Bureau of Investigation, such means of transmission 

• may be used as are currently approved by 'the Director, Federal 
Bureau of Investigation, unless express reservation to the. contrary 
is made in exceptional cases by the originating agency. 

(2) "Secret" Security Information shall be trans- 
mitted within the continental United States by one of the means 
established for "Top Secret" security information, by an authorized 
courier, by United States registered mail,, or by protected commercial 
express, air or surface. "Se-cret" security information may be trans- 
mitted outside the continental limits of the United States by one 

of the means established for "Top Secret" security information, 
by commanders or masters of vessels of United States registry, or 
by United States Post Office registered mail through Army, Navy or 
Air Force postal facilities,, provided that the material does not 
at any time pass out of United States Government control and does 
not pass through a foreign postal system. . "Secret" security 
information may, however, be transmitted between United States 
Government and/or Canadian Government installations in continental 
United States, Canada and Alaska by United States and Canadian 
registered mail with registered mail receipt. 

, (3) "Confidential" Security Information shall be 

transmitted within the United States by one of the means established 
ior higher classifications, by ordinary mail, or by express or 
.treight under such specific conditions as may be prescribed by 
the head of the department or agency concerned. Outside the 
continental United States, ".Confidential" security information 
snail be transmitted in the same manner as authorized for higher 
security classifications. 
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(U) "Restricted" Security Information shall be 
transmi tiled within the continental United States by any means 
authorized for higher security classifications, or by express or 
freight. "Restricted" security information shall be transmitted 
outside the continental United States by one of the means established 
for higher security classifications, but registration of "Restricted" 
security information shall not be required when it is transmitted by 
Army, Navy or Air Force postal channels. 

31 4. PHYSICAL SECURITY 

a. Storage Facilities . Classified security information 
not in actual use by, or under direct observation of, an authorized 
person located in the same room shall be stored as set forth below: 

(1) "Top Secret" Security Information shall be 
stored in the most secure facilities available. Normally it will 
be stored in a safe, a steel file cabinet, or other steel cpntainer 
having a three position dial-type combination lock and being of such 
weight, size, construction, or installation as to minimize possibility 
of physical theft or damage by fire or tampering. In lieu of such a 
container, the material may be stored in a secure room or vault 
approved for such use by the head of the agency and kept securely 
locked when not in use. Such approval shall not be construed to 
relieve the custodian of any responsibility for the safety of the 
classified security information. If the foregoing safeguards are 

not available, material so classified shall be kept under surveillance 
of an armed guard when not in use.. 

(2) "Secret" and "Confidential" Security Information 
shall be stored in. a manner authorized for "Top Secret" security 
information, or in metal file cabinets equipped with a steel lockbar 
and an approved three- combination dial-type padlock from which the 
manufacturer’s identification numbers have been obliterated, or in 
comparably secure facilities approved by the head of the agency. 

(3) "Restricted" Securit y Information may be stored 
in a manner authorized for higher categories of .classified security 
information, but 'Ordinarily shall be stored, in a container equipped 
with a reasonably secure locking device, or in any other storage 
facility of comparable security approved by the head of the agency. 

b. Inspections 

(1) It shall be the responsibility of the • individual 
charged with the custody of classified security information to 
accomplish the necessary inspections within his area to insure that 
all procedural safegutirds prescribed by these regulations are taken 
to protect such information at all times. 

(2) In each agency individuals shall be designated 
to make inspections on a room or area basis to insure tha.t all 
classified security information has been properly and safely stored. 

c. Safe Combinations 

(1) Safe combinations shall be changed at least 
once a year; whenever a person knowing the combination is trans- 
ferred from the office to which the safe is assigned; when a safe 
is first brought into an office; when the combination has been 
subjected to compromise; and -at. such other times as is deemod 
necessary. 

(2) Knowledge of combinations shall .be limited to 
the minimum necessary for operating purposes. 

(3) Safe combinations shall be given a security 
classification, equivalent to that of the most highly classified 
security information authorized by these regulations to be con- 
tained in the safe. 
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35- DESTRUCTION OF CLASSIFIED SECURITY INFORMATION 

a. Types of Material Which May Be Destroyed 

(1) Record Material may be destroyed only in 
accordance with the Act of July 7 , 19 I 43 , c. 1 92, Si Stat. 380, 
as amended, 14* U.S.C. secs. 366-380. 

(2) Non-Record Material may be destroyed as soon 
as it has served its purpose. 

b. Methods of Destruction . Classified record material, 
the destruction of which has been authorized, and classified non- 
record material shall be destroyed by the following methods under 
procedures established by the head of the agency: 

(1) "Top Secret , " "Secret" and " Confidential " 
Security Documents shall be destroyed by burning; products and 
substances by an equally complete method of destruction; in each 
case in the presence of an appropriate official. The head of an 
agency may authorize destruction of documents other than by burning, 
provided the resulting destruction is equally complete. 

(2) "Restricted " Security Information shall be 
destroyed by burning, shredding or reduction to pulp, or an equally 
complete method of destruction. 

c * Records of Destruction Appropriate records of 
destruction of material classified "Top Secret" and "Secret" 
combined with the identification "Security Information," shall 
be maintained in accordance with procedures established by the 
head of the agency. 

PART VII 

INTERPRETATION OF REGULATIONS EY THE ATTORNEY GENERAL 

36. The Attorney General, upon request of the head of a 
department or agency or his duly designated representative, shall 
personally or through authorized representatives of the Department 
of Justice render an interpretation of these regulations in 
connection with any problems arising out of their administration. 
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Deputy Director (Administration) pjrg g Q |ggj> 

Security Officer, CIA 

Secrecy and Security Agreements 


1 . On J 4 December 1951 $ the original of the attached staff 
study was forwarded to your office for approval* 

2* The original appears to have been lost or misplaced after 
it was received by Executive Registry. 

3* The attached copies are forwarded to your office for ap- 
proval and referral to Chief, Organization and Methods Service, 
for publication in Agency Regulations. The comments of Mr. Haber 
have been incorporated. 

sum 

SHEFFIELD EDWARDS 

Colonel, OSC 

Attj 



fax 
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SECUBITV INFORMATION 


21 November 195>1 


MEMORANDUM FOR: Mr. [ 


25X1A 


1. My concurrence on the attached paper is with the 
following comment: 

I believe that paragraph D, as revised below, would 
not only make this Regulation more palatable in the Agency, 
but would also result in a more effective handling of such 
an agreement. 

2* The Assistant Deputy/inspection & Security, will 
coordinate with the General Counsel whenever necessary. He 
will, after consultation with the requesting office as 
necessary, approve, disapprove, or modify the proposed 
agreement. 


/s/ JAMES Q. REBER 

Assistant Director for Current Intelligence 
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ECURITV INFORMATION U2~j 

UTH • UNITED STATES GOVERNMENT 


TO : Deputy* Director (Administration) 


DATE: FEB 2 0 1952 


from : security Officer, CIA 
subject: secrecy and Security Agreements 


1. On Ij December 1951 > the original of the attached staff 
study was forwarded to your office for approval. 

2. The original appears to have been lost or misplaced after 
it was received by Executive Registry. 

3. The attached copies are forwarded to your office for ap- 
proval and referral to Chief, Organization and Methods Service, 
for publication in Agency Regulations. The comments of Mr. Reber 
have been incorporated. 
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28 May 1951 

MEMORAHDUM TOs Chief of Procurement 

Aaoiotaat Deputy (Inspection and Soourity) 
Chief, Administrative Services 

FROM 5 Advisor for Management 

SUBJECT : Proposed CIA Regulation Humber 


1. Attached is n draft of a proposed CIA Regulation, 


2. The purpose of this proposed Regulation is to establish a procedure 
uhlch will preclude representatives from private industry, particularly vendors 
of office supplies and equipment, from obtaining revealing information regarding 
CIA. The practice of permitting vendors to visit various parts of the Agency to 
discuss the feasibility of using their product provides an opportunity for the 
vendor to pick up bits of information here and there vhich might lead to a 
breach of security, it is not intended that this proposed Regulation will dis- 
turb any authorized operation, it is intended for security protection only. 

3. Upon receipt of comments and suggestions from your respective Offices, 
this Office will perform necessary coordination with other components of the 
Agency. 

4. It is requested that your comments and suggestions be returned to 
this Office by 6 June 1951, 


Attachment: Proposed CIA Regulation 

Subject 
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